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Nuestras Alianzas

® INTSIGHTS F:&:RTINET & SecuPi v/ Symantec.
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Nos seguimos transformando

se. CPo

- Para continuar brindando valor a nuestros B TRANSPARENCIA
clientes. EXEP?};EEN%'S\

CONFIANZA

- Para combinar la experiencia de 28 anos
de trayectoria con una mirada innovadora

y profesional.

« Consolidando un equipo sélido.

N

NEXTVISION

Ciberseguridad Inteligente



Nuevos Servicios

NV CIBERDEFENSA | SOC

NV AWARENESS
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Nuevas oficinas en el
Distrito Tecnologico

 Desde Julio de 2018

= B

 Integramos el Board del _
Distrito Tecnolégico pr /
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Renovamos nuestra imagen

N/

NEXTVISION

Ciberseguridad Inteligente
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Threat Intelligence Realized.




Fundadores

Junio 2015

* \eteranos de las unidades
de inteligenciay
ciberseguridad militarisraeli
de elite.

* Altoconocimiento de
comportamiento,
colaboracién y pensamiento
de los hackers.

ﬁ“ '
. ) .
- e
ALON ARVATZ GAL BEN DAVID

wipro ventures

Capital

Inversores
Series C ~ "=aeSisemd TUUTE e
$40m fow O Clearsky (D2AEER TOLA

CAPITAL
Crecimiento //\ 90
|I|I' fah

210% YoY ARR |140+Clientes 2 Patentes
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Tutorial de Dark Web:
Uso de la Dark Web
Como Estrategia para
Seguridad Proactiva




e Definicion: Qué es la Dark Web?
 Qué ocurre en la Dark Web?

« Como utilizar la Dark Web como
estrategia de seguridad proactiva?




Qué es la Dark Web?
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CLEAR, DEEP & DARK WEB

Clear Web 9.’ q
4 % de é 4

contenido WWW BE

— Navegable
— Redes

Sociales ‘ ’
o 'w

The Pirate Wap

— No es navegable por la mayoria de los
motores de busqueda
1 %o del contenido \ — Estéa protegido por contrasefias
— Web mail, home banking y video
demanda, intranets corporativas y
contenido por suscripcién, etc.

- Nonavegable con la mayoria

de los motores de busqueda

—-TOR, IRCs, BitTorrent, foros de chakeo, C2sy
mas

— Aqui se planean ataques, se venden

herramientas, se intercambia informacion y
se vende y actualiza malware.

TSIGHTS




(28 GRAMS ) Critical x AK47 - TOP-SHELF WEED!! SUPER
HIGH & FLAVOR!! AAA+++ INDOOR GROWN

DesertEagle 357 MagGOLD R The girl is brought to the place you choose
TIGER STRIPE

Features:
Manufacturer: Magnum Researcl

To have a slave girl contact slaveqirls@secmail.pro

The slave girl will fulfill ALL your wishes 24/7 for the specified period of time

Sharon, age: 16, from Hungary Currently Available e 6 6 & ¢
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Reputacion de la Dark Web

Encuesta: Siete de cada diez personas (71%) opinan que no debe de ser abolido

61%

Encuesta CIGI-IPSOS GLOBAL Para Seguridad de Internet | Marzo 29, 2016

76%

72% 73%

67%
65%
63%

61%

Suecia

Kenia Japon  Polonia Alemania Egstados Brasil  Francia

Unidos

85%
79%
71%  Total “De
Acuerdo”
Firmemente
De Acuerdo
25% 43% 36%

China Indonesia

Total




La Ventaja Principal de los Hackers
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Como Funciona TOR

Mercado
Negro

Foro de
Ciber-
Crimen

El Host TOR del Hacker .
automaticamente elige un “camino”
al azar hacia un destino en
especifico.

Rojo es trafico cifrado
es trafico abierto.

Monitoreo Entrada/Salida de un “Exit Node” del TOR

=) INTSIGHTS




Puedes Ser Quien Quieras...

Alexendern

Mithilfe des Treuhand Service konnt ihr sicher traden.
Wir empfehlen immer Treuhand zu nutzen wenn ihr beim Handeln a

Lest euch die folgenden Treuhand Regeln gut und aufmerksam durd

TH Regeln:
Approved Member

- Bei Treuhand fallen 4% Gebiihren an. Mehr dazu hier: Treuhand G

- Treuhand ist in den meisten Fallen nur mit Bitcoin maglich.

- Treuhand mit Paysafecard/Ukash und sonstigen Vouchem IST mad

Partner ganz einfach selber machen, entweder tiber Teamviewer odd

zerstort. Ihr solltet vor dem ffnen der PM schon anfanaen 7u filme

alechanow Ist alles gut an gekommen. am 6.1 bestellt und heute Morgen im Briefkasten, also eine Versandzeit von 2 Tagen.
Bliiten wie oben schon gesagt nicht perfekt.

aleChanOW Jabberserver off \ Finde die Farben ein wenig zu blass, beim vergleich mit einem echten sieht man deutlichen unterschied.

Member Since 01 Dec 2015 FATHER Bei einem ist nach aufspriihen von Haarspray die Farbe verlaufen. was aber evtl daran liegen kann, das mein Kollege ein wenig zu viel drauf gemacht hat, ich war nicht dabei,
wollte es aber erwahnen.

Ich mdchte nichts schlecht reden, aber ich habe schon wesentlich bessere gesehen.

ity Stats Das prositive ist, das sie sich ziemlich qut an fiihlen, und die Farben mit Haarspray intensiver werden.

Group 2nd LVL
Wenn ich das Bild vom Vorposter nochmal vorziehen kann;

Active Posts 355 ehttp://www.directupl...cq5a7i5 jpa.htm

Profile Views 699
Age

Birthday

My Shouts Contact Information

@) INTSIGHTS
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Qué tipo de actividad ocurre
en la Dark Web?
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entral de Actividad Criminal

Rent—A-Hacker

Rent—A-Hacker

Expe!\en(ed hacker offering his services!

(llegal) Hacking and social engineering 1S my bussiness since i was 16 years old, never had a real job s0 i had the time t© get
really good at hacking and i made a good amount of money \ast +-20 years

1 have worked for other people pefore, now M also offering MY services for everyone with enoudn cash here.

Jine

ed
mor, som.

e €0

LETS Ms ne who -
gme | N se|
in I me |
o

ke a few bucks here and there, M not from some crappy eastem europe country and happy t© scam

PM wi .
wi gl
ith youy jabb 9ins from Gem,
an

er or ,‘cq OT Y banks |4 earn 50-100 euro an hour with 2 legal job.
hank you'! . h cpending sOMe cash at.

Fo
r now ;i*
w ¢ 0
I'm o nimum amount for smaller jobs 15 200 euro
okin :

Mitg
itglied g for

pets
nt know it, il \eam it very fast

d german.
s or write emails to the target to get the needed information, ! have had

CD(DO'M‘O‘\S

1il do anyt! want me to destroy some bussiness 0f 3 persons fe, il do it}

Some examples: B

Gimply hacking something t& nicaly

Causing alot of technical trouble on ¥ Metworks to disrupt their service With pDOS and other methods.
EU)V\O(WC €SD‘Q‘\&’5}E

Getting private information from someone

Ruining your © ponents, bussiness OF private persons you dont like, i can ruin them financially and or get them arrested,
whatever you like
omeg
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Qué se Vende en la Dark Web?

& 03-29-2015, 10:28 PM

CaiMOH v
VIP Member

CavimoH is offline
Join Date: Jul 2013
Posts: 167
MUSD: 0.00
Jabber: simon@exploit.im

Reputation: [+/-]

B npopam akkayTe:

[pogaM akkayHT:

Pa3oBas npoaaxa. YenoBek nonpocun Haut B norax 1 mponan.
franua - 15 wr.

Icnanma - 5 wr.
lpnanams - 5 wr.

YTO C HUMKU AenaTb, ANA Yero U T.4. - He 3Hal U He KOHCYNIbTUPYI0.

LleHa 50 usd 3a Bce 25 aKKoB.

XXXX Cuentas de Venta

Una sola venta. El hombre pidio
encontrar en el registro y
desaparecio.

XXX Italy - 15 piezas
XXX Spain - 5 piezas
XXX Ireland — 5 piezas.

Qué hacer con ellos, para qué, etc.

No lo sé y no brindo
asesoramiento al respecto.

Precio 50 USD por los 25 registros

@) INTSIGHTS



Qué se Vende en la Dark Web?

Documents with «+#+v com

ORGANIZATION DETAILS

com
1664 Contacts of p#s com
694
12,208 organizations. Wildcards (".org, *.edu, *.com, *.gov... ) available ORGANIZATION DETAILS
You need to Register or Login to buy disclosed report com
1.664
694
1 http://**** om/***** txt
12,208 organizations. Wildcards (".org, “.edu, ".com, ".gov... ) available
2 http://*** com/***** html
3 http://***** com/ htm You need to Register or Login to buy disclosed report
4 http://**** com/***** htm :
5 http://*****.com/***** txt
6 http://**** com/***** html
7 hitp://***** com/***** txt 1 com
8 http://***** com/***** txt 2 r 1@ com
9 http://***** com/***** txt 3 com
10 http://*****.com/***** asp 3 o0
5
1 htp: com/*™*** asp on
6 C!
12 http://™***.com/™*** csy om
7 om
13 http://**** eduw/**** asp
8 K e@ com
T —
9 jres@ om
10 g NG com
1" avtk@ com
12 i (@ com
13 jra@ om

*) INTSIGHTS




Qué se Vende en la Dark Web?

€ C [ www

.
S
2N
(&
(]
m

e

Service Unavailable

HTTP Error 503. The service 1s unavailable

| DDoS Servicesxt -... = O

Datei Bearbeiten Format Ansicht ?

- Netwxrk / Bypass

*) INTSIGHTS




Mercados en la Dark Web

Is there trust among crooks? .

(14:16:05) hack3rI33t@jabb3r.org: ¢tienes otras fuentes o foros
interesantes para recomendar?

(14:17:10) lorenzo@crypt.am: ThinkingForward | User Profile

(14:17:18) lorenzo@crypt.am: g 010) c=D S
(14:17:24) hack3ri33t@jabb3r.org : Yo también estoy alli E e oo e E.mg’t
(14:18:17) hack3ri33t@jabb3r.org : Te recomiendo 8chan i e
(14:18:31) lorenzo@crypt.am: elerreschecRathos T e il
(14:19:16) hack3ri33t@jabb3r.org : 8ch.net/baphomet/res/104638.html o™ S e
(14:19:46) hack3ri33t@jabb3r.org : Dame unabuena fuente, amigo! o T

Quiero algo nuevo jajaja Detied selerags

© NotUSA CC Please Replace
always a+ just know what you are doing

(1 4:21 :05) |OrenZO@CI’ypt-am: g 451U CC. Tere. Nete by agai

O Best seller on AB!
© Bestselleron AB!

(14:21:34) lorenzo@crypt.am: pbout | Postve Feedhack | Nt Feedback  NegaeFeadback  Feedbackleft PGP
(14:24:10) hack3ri33t@jabb3r.org : Pasame algunos de esos foros

(14:24:51) lorenzo@crypt.am:

(14:24:56) lorenzo@crypt.am:

*) INTSIGHTS
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., Como Aprovechar la Dark Web
para Seguridad Proactiva?

®) INTSIGHTS



“Ladron que roba a ladron”

Motive

Targeting

Development

Infrastructure

Attack

*) INTSIGHTS



Visibilidad de Riesgos y Atagues

» Credenciales o cuentas comprometidas a la venta

* Amenazas dentro de la misma organizacion

» Guias de como crear aplicaciones moviles maliciosas
» Métodos de Hacking a los servicios de negocio

* Vulnerabilidades

* Y la lista sigue...

@) INTSIGHTS



Credenciales Fugadas

combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo
combo

176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k .
176k.
176Kk.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.
176k.

txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:
txt:

john.monsour(@ 113151315
j.reinholdt@ 1:polaris
wesman2( 1:hunter
kevin_nguyen@ keothat
r.adams@ = 1:booba8880
GPATES@ 1:blackie
darekclark@ 1: redmanhomes
dxtremeone@ 1:renier
jrooti@ 1721081

ddpoundg :packers
gooftrooper@ tkiller
zootii( 1em424242
michaelcville@ rcrazzydaze63
razrok@ irizzorat
Smith.Justin218( :justinsmith
wziewitz@ :walker99
coolspoof(@ :reading11
rdalesg :raichu
88flash8s@ :bbplayer
randi.hess@ :runningback
jackel fox@ (FLFLFL
jackel_fox@ FLFLf1
longr@ :hitsquad

rds262¢ thobo

ivanhogang :redgreen

*) INTSIGHTS




Cuentas de Banco a la Venta

Shop Balance Points Type Country CC Bank Info Lastorder Mail access Seller Price (3): B

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5

NA NA NA NA NA NA NA LOquer0 1.5
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Cuentas de Banco a la Venta

*xkxx*k*BankLogins Prices:
Bank Logins Prices USR, UK, CA, AU, EU...other countries

* Bank USA: (

. Balance 3000$ = 150$
. Balance 5000$ = 250%
. Balance 8000$ = 4060$
. Balance 12000% = 600$
. Balance 15000% = 800$

Bank UK: (
. Balance 5660 GBP = 208%
. Balance 160606 GBP = 560%
. Balance 160806 GBP = 760%
. Balance 26006 GBP = 1608%

Bank To Bank Transfer To Any USA Bank

Bank To Bank Transfer To Any UK Bank

Bank To Bank Transfer To Any Euro Country Bank

Amount To Pay For That Depend On Amount You Want To Transfer
Hith Account Bank Login : Username + Password Number

I always check the balance and login details before selling

You can contact me for more and many Bank Logins you need.
- Have all details for login and I can transfer balance to your account if you want

Bank To Bank Transfer To Any Usa Bank

Bank To Bank Transfer To Any Uk Bank

Bank To Bank Transfer To Any Euro Country Bank

Amount To Pay For That Depend On Amount You Hant To Transfer

@) INTSIGHTS



Caso: Equifax

PastHole Hacking Team website:
Bitcoin Address ad

~~~~~~~~~~~~ Sell Cvv,Cc All Countries and All Kinds

We always checker Cvv valid 100% before send to customers

Credit Card Usa :

- Cw Usa normal : $10 per 1
- Cwv Usa Bin: $13 per 1

- Cwv Usa fullz info : $20 per 1

Credit Card Uk :

- Cw Uk normal : $20 per 1
- Cw Uk dob : $23 per 1

- Cwv Uk fullz info : $30 per 1

[ransactions

Credit Card Ca: | ocorBiC
- Cw Ca normal : $25 per 1

- Cw Ca dob : $27 per 1

- Cwv Ca fullz info : $40 per 1

* De 143 millones de datos fugados, 209.000 contenia informacion de tarjetas de crédito
 Valor por informacion personal: $0.2 USD

« \alor tarjetas de credito: $20 USD
Valor total de perdida: (142,791,000 x 0.2) + (209,000 x 20) = 32,738,200 USD

*) INTSIGHTS




¢Preguntas?
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\

Avenida Saenz 1
Vah Piso 4 (C1437DI A

A o Distrito Tecnol uf”i;: ‘
= AO\ Buenos Aires, A
Tel: +54 (11) 52

. R



