2 INTSIGHTS

Anticipate and Mitigate the Threats Targeting Your Enterprise

IntSights is revolutionizing cyber security with a first-of-its-kind Enterprise Threat Intelligence & Mitigation platform that delivers
proactive defense by transforming threat intelligence into automated security action. It monitors your external risk profile,
aggregates and analyzes tens of thousands of threats, and automates the risk mitigation lifecycle.

Our ground-breaking data-mining algorithms and unique machine learning capabilities continuously scan the surface, deep and
dark web to deliver actionable, contextual reconnaissance about potential threats to your organization, employees, executives
and board members, and seamlessly integrate with your existing security solutions to eliminate operational vulnerabilities,
secure data, and protect resources.
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IntSights Intelligence Dashboard visualizes and categorizes threats by type and severity from across the clear, deep and dark web.

Tailored Intelligence
IntSights monitors tens of thousands of sources across the surface, deep and dark web to deliver tailored threat intelligence
specific to your brand, assets, and employees.

+ External Risk & Brand Monitoring — Continuously monitor and analyze your organizations domains, IP addresses,
DLP indicators, mobile applications, social media pages, secret projects, technologies in use, BINs, VIP names and
emails to identify and validate threats to your organization.

» Threat Alerting & Categorization — Analyze and prioritize potential attacks, data leakage, brand imitation and
reputation, phishing attacks, external system vulnerability and VIP alerts to classify and respond to targeted threats.

» Operational Awareness — Share continuous risk alerts with other departments including compliance, IT, public affairs,
legal, R&D, fraud and HR to manage and eliminate risks to partners, employees, customers and brand.

10C Enrichment & Management
IntSights aggregates threat feeds and prioritizes IOCs in a single threat management platform for accelerated triage,
response and remediation.

» Feed Aggregation & Correlation — Dynamically configure and ingest community, agency, commercial,
open source and industry threat feeds and extract IOCs for analysis in a single dashboard.
+ 10C Analysis — Automated and continuous IOC evaluation and scoring based on context, severity and relevance.
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How it Works
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AUTOMATED REMEDIATION

Key Benefits

- Real-time external threat visibility and tailored reconnaissance across the surface, deep and dark web

- Simple, streamlined I0C and threat management and categorization specific to your organization and asset types

- Automated internal and external threat remediation via integration with your existing security devices, registrars and search engines
- Powerful threat actor tracking and engagement with malware monitoring that enhances intelligence relevant to your organization

Automated Remediation Ecosystem
IntSights’ streamlines the threat remediation process by identifying and taking down internal and Integrations

external threats.

* Perimeter Security Integration - Integrate and connect with leading firewall, splunkr
email, endpoint, and SIEM vendors.

« Automated Threat Blocking — Anticipate and eliminate threats by updating firewalls, gateways, AI’(SIgh@:
proxies, endpoint security tools with validated hashes for blacklisting and blocking. ;

- External Threat Takedown — Take down fake mobile applications, phishing sites, and malicious o CﬂeckPomt
domains with one-click via partnership with Google and utilizing IntSights Threat Analysis team.

« Internal Threat Remediation — Remediate risk to employees and systems caused by leaked paloww
credentials and exposed employee lists via integration with Active Directory and Exchange. “

Threat Research & Analysis e

IntSights provides tools to perform research and investigation that allow you to spot trends and gain Carbon Black.

contextual intelligence regarding threats targeting your organization including threat actor engagement

and reconnaissance. F::=RTINET

 Threat Actor Monitoring — Proactively investigate and engage threat actors as well as monitor
underground communities.. =
» Dark Web Trends & Investigation — Research the latest trends including malware, campaigns, Qradar
TTPs, IOCs, and observables as well as chatter on social networks and forums. proofpoint.
+ Link Analysis — Easily correlate and analyze links collected from tens of thousands of sources to
identify malicious or spoofed domains.

About IntSights

IntSights is revolutionizing cyber security with a first-of-its-kind Enterprise Threat Intelligence and Mitigation platform that delivers proactive
defense by transforming tailored threat intelligence into automated security action. Our ground-breaking data-mining algorithms and unique
machine learning capabilities continuously monitor an enterprise’s external digital profile across the surface, deep and dark web, categorize
and analyze tens of thousands of threats, and automate the risk remediation lifecycle — streamlining workflows, maximizing resources and
securing business operations. This has made IntSights’ one of the fastest growing cyber security companies in the world. IntSights has
offices in Tel Aviv, Amsterdam, New York and Dallas and is backed by Glilot Capital Partners, Blumberg Capital, ClearSky Security, The
Blackstone Group and Wipro Ventures.

Interested in seeing the information about your organization that is already on the dark web?

To schedule a demo, visit: www.intsights.com
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